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Top Stories 

• A 16-inch water main that broke April 6 and spilled over 5 million gallons of water in 
Petersburg, Virginia, and caused low-water pressure for some residents who were placed 
under a 24-hour boil advisory through April 9. - Petersburg Progress-Index (See item 12 ) 

• Authorities are investigating a fire at a Missouri State Highway Patrol maintenance 
building in Jefferson City that caused about 10 patrol vehicles to be total losses with total 
damage ranging from $4 million to $5 million. - KRCG 13 Jefferson City (See item 17 ) 

• Microsoft ended support April 8 for its Windows XP operating system, leaving the widely- 
used operating system vulnerable to any vulnerabilities identified in the future. - 
CNNMoney (See item 19 ) 

• A new version of OpenS SL was released after security researchers identified and reported a 
vulnerability that exposes all data transmissions, encryption keys, usernames, passwords, 
and other content via a memory leak known as Heartbleed. - Softpedia (See item 20 ) 
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Energy Sector 



1. April 7, Bristol Herald Courier - (Virginia) From coal to natural gas. The process to 
convert two units of the Clinch River Power Plant in Russell County from coal-fired to 
natural gas began after authorities determined the two units will bum coal through the 
summer of 2014 before one unit is taken offline for conversion in the fall of 2015, 
while the second will be converted in early 2016. Company officials stated that both 
units will be fully converted by spring of 2016. 

Source: http://www.tricities.com/news/local/article el74540c-becd-lle3-a5ee- 
0017a43b2370.html 

2. April 7, KLTV 7 Tyler - (Texas) Sheriff: 200 barrels of crude oil illegally dumped on 
ground. Police are investigating after about 200 barrels of crude oil worth more than 
$20,000 was illegally dumped on the ground from a holding tank located on Dyersdale 
Energy-leased land in Gregg County, Texas, April 7. 

Source: http://www.kltv.com/storv/25185474/sheriff-200-barrels-of-crude-oil-illegally- 
dumped-from-holding-tank 

For another story, see item 19 
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Chemical Industry Sector 

See item 19 
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Nuclear Reactors, Materials, and Waste Sector 

3. April 7, Albuquerque Journal - (New Mexico) EPA to monitor air quality at WIPP. 
The U.S. Environmental Protection Agency (EPA) announced April 7 that it will be 
independently evaluating air quality at the Waste Isolation Pilot Plant in New Mexico, 
after a February 14 radiation release that has kept the repository closed to shipments. 
The EPA will also evaluate the current environmental monitoring stations to identify 
any needed improvements. 

Source: http://www.abqiournal.com/380483/abqnewsseeker/epa-to-monitor-air-qualitv- 
at-wipp.html 

For another story, see item 19 
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Critical Manufacturing Sector 

See item 19 
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Defense Industrial Base Sector 



See item 19 
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Financial Services Sector 

4. April 8, KMGH 7 Denver - (Colorado) ‘Good Grammar Bandit’ suspected in 4 
robberies over 5 days in north metro area. The FBI is looking for a suspect known 
as the “Good Grammar Bandit” wanted in connection with four bank robberies in the 
Denver metro area between April 2 and April 7. 

Source: http://www.thedenverchannel.com/news/local-news/good-grammar-bandit- 
suspected-in-4-robberies-over-5-davs-in-north-metro-area04072014 

5. April 7, WNEW 99.1 FM Bowie - (Washington, D.C.) Taxi cab crashes into building 
in northwest D.C. A taxi cab crashed into the front of the Inter- American 
Development Bank in Washington D.C. April 7, injuring two people and closing the 
street while authorities investigated. 

Source: http://washington.cbslocal.com/2014/04/07/taxi-cab-crashes-into-building-in- 
northwest-d-c/ 



For another story, see item 19 
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Transportation Systems Sector 

6. April 7, Associated Press - (Indiana) State officials close 2nd highway in 
southeastern Indiana over sinking pavement. The Indiana Department of 
Transportation closed a portion of State Road 262 April 7 due to unstable soil causing 
sinking pavement and threatening the stability of the road and the safety of drivers. The 
closure was the second State closure in less than a week for the same issue. 

Source: http://www.therepublie.eom/w/IN— Sinking-Highway-Closure 

7. April 7, Waco Tribune-Heralcl - (Texas) Trains collide derailing locomotive, 14 cars. 
Two trains collided south of Kosse in Falls County April 6, causing 1 of the 
locomotives and 14 rail cars to derail, as well as a minor diesel fuel leak. Two Union 
Pacific Railroad workers were injured and crews worked to repair the tracks and restore 
rail traffic by April 7. 

Source: http://www.wacotrib.com/news/business/trains-collide-derailing-locomotive- 
ears/arhde 61 Ic736c-9fad-5e5 F^d9fe70dd8d898702 .html 

8. April 7, W1T1 6 Milwaukee - (Wisconsin) Semi rollover crash in Mitchell 
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Interchange tunnel jams traffic. The Mitchell Interchange tunnel in Milwaukee was 
shut down for over 2 hours April 7 after a semi-truck rolled over and leaked diesel fuel 
in the tunnel. 

Source: http://fox6now.com/2014/04/07/crash-in-mitchell-interchange-tunnel-iarns- 
traffic/ 



9. April 6, Santa Rosa Press Democrat - (California) Boy killed in head-on crash on 
Highway 121 near Napa. A portion of Highway 121 west of Napa was closed for 
more than 4 hours April 6 after two SUV’s were involved in a head-on collision that 
killed a boy and hospitalized 4 others. 

Source: http ://w w w .pressdemocrat .com/ article/20 1 40406/articles/ 1 4040967 6 
For another story, see item 25 
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Food and Agriculture Sector 

10. April 8, Food Safety News - (National) FDA issues nine warning letters to food 
manufacturers, processors. The U.S. Food and Drug Administration (FDA) issued 
warning letters to nine food manufacturers and processors nationwide in March, 
addressing violations of federal law that were discovered during inspections. The FDA 
requested written responses from each party detailing steps taken to bring the firms into 
compliance and to correct the infractions, as well as to prevent their recurrence. 

Source: http://www.foodsafetvnews.com/2014/04/fda-issues-nine-waming-letters-to- 
food-manufacturers-processors 

11. April 7, U.S. Food and Drug Administration - (National) H Group, Inc. issues 
voluntary allergen alert on undeclared allergens in Caesar Salad with Caesar 
Dressing. H Group Inc., voluntarily recalled 509 units of its Trader Giotto’s Caesar 
Salad with Caesar Dressing products sold in Trader Joe’s stores due to undeclared 
wheat, soy, egg, and fish. The issue was with H Group’s packaging process, which has 
since been resolved. 

Source: http://www.fda.gov/Safety/Recalls/ucm392171.htm 
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Water and Wastewater Systems Sector 

12. April 8, Petersburg Progress-Index - (Virginia) City loses 5 million gallons of water; 
boil advisory continues. A 16-inch water main that broke April 6 and spilled over 5 
million gallons of water in Petersburg, Virginia, caused flooding that blocked part of 
South Crater Road for several hours and caused low-water pressure for some residents. 
Affected residents were placed under a 24-hour boil advisory through April 9 due to a 
risk of water contamination while free bottled water was also made available. 

Source: http://progress-index.com/news/citv-loses-5-million-gallons-of-water-boil- 
advisory-continues- 1 . 1 664274 
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13. April 7, Stanford Interior- Journal - (Kentucky) Hustonville cashes $150,000 CD to 
pay for water tower upgrade. The Hustonville City Council agreed to use a $150,000 
savings account to fund the Hustonville water tower project that is estimated to cost 
$89,000 to resurface the tank and install a mixing system that improves water quality. 
Any leftover funds will be used as a buffer for expenses related to a water system 
upgrade to replace old water lines. 

Source: 

http://www.centralkvnews.com/theinterioriournal/news/local/hustonville/hustonville- 
cashes-cd-to-pav-for-water-tower-upgrade/article f87f77da-be5f-lle3-ba80- 
0017a43b2370.html 



For another story, see item 19 
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Healthcare and Public Health Sector 

See item 19 
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Government Facilities Sector 

14. April 8, KMGH 7 Denver - (Colorado) 30 kids, 1 teacher decontaminated during 
hazmat incident at JeffCo Open School; 7 taken to hospital. Jefferson County Open 
School in Lakewood, Colorado, was closed April 8 after an April 7 HAZMAT situation 
that required the decontamination of 30 students and 1 teacher, which included the 
transportation of 7 individuals to area hospitals. Authorities evacuated the school and 
an investigation determined an irritant on the school playground caused a reaction. 
Source: http://www.thedenverchannel.com/news/local-news/hazardous-materials- 
evacuation-at-jefferson-co-open-school-fire-crews-decontaminating-children 

15. April 7, KNSD 39 San Diego - (California) Suspicious vehicle reported at Naval 
Base in San Diego. Two gates at U.S. Naval Base in San Diego were closed for 5 
hours and an area near the commissary and NEX were evacuated while military police 
investigated a suspicious vehicle April 7. Officials inspected and cleared the vehicle 
after determining no bombs were present. 

Source: http://www.nbcsandiego.com/news/local/Suspicious-Vehicle-Naval-Base-San- 
Diego-32nd-Street-Bomb-Threat-254204231.html 

16. April 7, Southern California City News Service - (California) Fire at Temple Beth El; 
preschool children evacuated. Twenty-five preschool children and 15 employees 
were evacuated from Temple Beth El school in Aliso Viejo April 7 due to a fire which 
started in a storage area under the stairs. Estimated damage totaled $175,000 for the 
structure and equipment. 

Source: http://sanclemente.patch.com/groups/po lice-and-fire/p/fire-at-temple-beth-el- 
preschool-children-evacuated 
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For another story, see item 19 
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Emergency Services Sector 

17. April 8, KRCG 13 Jefferson City - (Missouri) Crews battle two-alarm fire at 
highway patrol facility. The Missouri Fire Marshall is investigating a fire at the 
Missouri State Highway Patrol Troop F maintenance building in Jefferson City that 
caused about 10 patrol vehicles to be total losses, with total damage ranging from $4 
million to $5 million. 

Source: http://www.connectmidmissouri.com/news/story.aspx?id=10285 1 1 

18. April 7, Los Angeles Times - (California) LAPD shooting: Witness recalls terror as 
gunfire broke out. A gunman opened fire April 7 at the Los Angeles Police 
Department’s West Bureau community room during an Olympic Park Neighborhood 
Council monthly meeting, and shot an officer seven times, wounding him. The 
wounded officer along with another officer returned fire and struck the gunman, 
leaving the suspect in critical condition. 

Source: http://www.latimes.com/local/lanow/la-me-ln-lapd-shooting-witness-recalls- 
shots-20140407,0,7790709.story 
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Information Technology Sector 

19. April 8, CNNMoney - (International) Microsoft drops Windows XP support. 

Microsoft ended support April 8 for its Windows XP operating system, leaving the 
widely-used operating system vulnerable to any vulnerabilities identified in the future. 
The operating system is still used on a significant portion of systems, including personal 
computers, ATMs, medical systems, industrial control systems, and other critical 
infrastructure systems. 

Source: http://monev.cnn.com/2014/04/08/technologv/security/windows-xp/ 

20. April 8, Softpedia - (International) OpenSSL l.O.lg released to prevent hackers 
from eavesdropping on communications. A new version of OpenSSL was released 
after security researchers from Codenomicon and Google Security identified and 
reported a vulnerability that exposes all data transmissions, encryption keys, usernames, 
passwords, and other content via a memory leak known as Heartbleed. The 
vulnerability affects a variety of applications and users are advised to update as soon as 
possible. 

Source: http://news. softpedia.com/news/OpenSSL- 1 -0- 1 g-Released-to-Prevent- 
Hackers-from-Eavesdropping-on-Communications-436397.shtml 



21. April 8, Softpedia - (International) Information disclosure flaw in Flickr fixed after 
two months. Yahoo fixed an information disclosure vulnerability in its Flickr photo 
sharing service which could have been exploited to reveal users’ names and email 
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addresses. 

Source: http://news.softpedia.com/news/Information-Disclosure-Flaw-in-Flickr-Fixed- 
After-Two-Months-436497.shtml 



22. April 8, Softpedia - (International) Expert finds 8 files vulnerable to SQL injection 
in Yahoo HK promotions page. Yahoo removed vulnerable files from its Hong Kong 
promotions subdomain after a security researcher identified and reported several SQL 
injection vulnerabilities. 

Source: http://news.softpedia.com/news/Expert-Finds-8-Files-Vulnerable-to-SQL- 
Injection-in-Yahoo-HK-Promotions-Pages-436377.shtml 

23. April 8, The Register - (International) Google kills fake anti-virus app that hit No. 1 
on Play charts. Google removed the Virus Shield app from its Google Play store after 
the app, which briefly was a top download, was found to be a fake app with no 
functionality. Appbrain estimated that the fake app generated around $40,000 from 
sales for its developer. 

Source: 

http://www.theregister.co.uk/2014/04/08/google kills virus app after decompilation 
proves its a fake/ 



Internet Alert Dashboard 



To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org 
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Communications Sector 

24. April 7, IDG News Service - (National) AT&T cites power problem in U-verse 
outage. Some AT&T U-verse customers experienced broadband Internet and TV 
outages for several hours April 7 due to a power issue with the U-verse service. AT&T 
also stated that voice, Internet, and TV service in Kansas City, Missouri, were also 
affected before technicians repaired the issue. 

Source: http://www.computerworld.com/s/article/9247503/AT amp T cites power pr 
oblem in U verse outage 
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Commercial Facilities Sector 

25. April 7, Associated Press; WPVI 6 Philadelphia - (Alabama; Georgia; Mississippi) 
Rescues needed as storms drench the Southeast. Severe storms and a possible 
tornado moved across Southeast States April 6-7, causing flash flooding that prompted 
a rescue response for residents stranded at a mobile home park and an apartment 
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building. Some roadways remained closed due to flooding and debris April 7. 

Source: http://abclocal.go.com/wp vi/storv?section=news/entertainment&id=9494909 

26. April 7, Oklahoma City Oklahoman - (Oklahoma) Five hospitalized, three arrested 
after Oklahoma City nightclub shooting. Police responded to a gang-related shooting 
that started inside Club Rush nightclub in Oklahoma City and continued into a parking 
lot April 6, leaving at least 5 people injured. Investigators are searching for suspects 
and additional victims connected to the incident. 

Source: http://newsok.com/five-hospitalized-three-arrested-after-oklahoma-city- 
nightclub-shooting/article/39521 1 1 

27. April 7, WOWT 6 Omaha - (Nebraska) 3-alarm fire rips through Omaha building. 
Officials are investigating the cause of a 3-alarm fire that destroyed an Omaha 
commercial building April 6 and caused nearly $1 million in damage. A nearby 
apartment building was evacuated while responders extinguished the blaze. 

Source: http://www.wowt.com/home/headlines/3-Alarm-Fire-Rips-Through-Omaha- 
Building-254142371.html 

28. April 6, WNBC 4 New York City - (New York) Bronx building evacuated after 
staircase collapses, 1 injured. A staircase collapsed April 6 at a Bronx apartment 
building in New York City, leaving one person injured and prompting the temporary 
evacuation and relocation of 14 units while authorities repaired the damage. 

Source: http://www.nbcnewyork.com/news/local/Bronx-Building-Evacuated-Staircase- 
Collapses-Man-Injured-25409427 1 .html 

29. April 6, Fort Lauderdale Sun-Sentinel - (Florida) Suspicious Hollywood fire kills 
man, displaces 25 residents. One man was killed and about 25 residents were 
displaced after an April 5 fire engulfed a Hollywood, Florida apartment building, 
rendering it uninhabitable. Investigators deemed the fire suspicious. 

Source: http://articles.sun-sentinel.com/2014-04-06/news/fThollywood-suspicious- 
fatal-fire-20140405 1 apartment-building-late-night-fire-fire-alarm 

30. April 6, Boston Herald - (Massachusetts) Man charged with arson in Weymouth. A 
man was charged with arson in connection to a 3-alarm fire April 5 that damaged a 
Weymouth, Massachusetts commercial building which housed 3 businesses. The 
suspect suffered severe burns, while residents of an attached apartment escaped 
unharmed. 

Source: 

http://bostonherald.com/news opinion/local coverage/20 14/04/man charged with ars 
on in weymouth 

31 .April 5, WSOC 9 Charlotte - (North Carolina) Tree falls on apartment, displaces 30. 
Thirty residents of the Hollis House Apartments in Charlotte were displaced April 4 
after a tree fell onto the building and damaged four units at the complex. 

Source: http://www.wsoctv.com/news/news/local/tree-falls-apartment-displaces- 
30/nfShG/ 
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32. April 5, Des Moines Register - (Iowa) Des Moines apartment fire cause unknown. 
Officials are investigating an April 5 fire at a Des Moines apartment complex that 
caused 1 person to be transported to an area hospital and displaced 35 residents. 
Source: http://www.desmoinesregister.com/story/news/2014/04/06/des-moines- 
apartment-fire-cause-unknown/7375545/ 



[ Return to top ] 



Dams Sector 

33. April 8, KJZZ 91.5 FM Phoenix - (Arizona) New dam construction at Tempe Town 
Lake to begin this summer. Construction will begin on a new 950 foot, $40 million 
hydraulically powered steel-gate dam to replace the current structure at the Tempe 
Town Lake, officials with the city of Tempe announced. 

Source: http://kizz.org/content/25050/new-dam-construction-tempe-town-lake-begin- 
summer 



For another story, see item 19 
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for 10 days on the Department of Homeland Security Web site: 
http://www.dhs.gov/IPDailyReport 

Contact Information 

Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590 

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 

instructions to Get e-mail updates when this information changes . 

Removal from Distribution List: Send mail to support @ govdelivery.com . 



Contact DHS 

To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201. 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov . 

Department of Homeland Security Disclaimer 

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material. 
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